
What do you know about Phishing? Do you understand the difference 

between Spear Phishing and regular Phishing?  Neither of them have 

anything to do with fishing, fish or spears. The thing they have in common is 

that they are both scams and are both hazardous to your financial health. 

They should be avoided at all costs. Don’t get hooked. 

Both of these scams have been around for several years and they are 

getting more sophisticated. They are messages that come in to you via your 

Email account. They can appear on your smart phone, tablet, I Pad, laptop 

or desktop. Your antivirus software or firewall will not block them because 

they do not contain any viruses or malware. They look like legitimate Emails 

from well known financial institutions. In fact, in many cases, they are exact 

replicas of the financial institute’s webpage.  

Here is what you may see from someone on a Phishing expedition. 

 

From: Your bank or recognised financial institute.(RBC,BMO, etc) 

To:     Your Email address 
 

Subject. Your account security update 
 

Dear Valued Customer 
 

We at (RBC, BMO Etc) are committed to ensuring the highest security levels for your account with 

us. To ensure that we can serve your needs while maintaining the tightest possible security we 

are asking all of our valued customers to update their online passwords on a regular basis.  

 

(RBC, BMO, Etc) bank in compliance with the Canadian Bankers Association regulations 

(http://www.cba.ca) recommends that you update your password every six months. Your 

password should contain no less than eight digits which includes at least one number and an 

upper case character. 

 

IMPORTANT. Your current password will expire in 72 hours and you will no longer have access to 

your account. Please log on to the (RBC, BMO, Etc) password reset webpage and reset your 

password as soon as possible. This will avoid any inconvenience caused by being locked out of 

your account. 

http://RBC-BMO-etc/password reset.com 

 

Sincerly  (RBC,BMO, Etc,) Client Privacy and Security Team. 

http://www.cba.ca/
http://rbc-bmo-etc/password%20reset.com


If you click the given link it will take you to a webpage which looks exactly 

like your bank or financial institute’s webpage. You will not be able to tell 

that it is in fact a fraud. You will be asked to log in with your password. (It 

does not matter what you type it will be accepted) You will then be 

presented with an official looking page where you will be asked to give your 

account number, original password and new password. Once you have done 

this it will tell you that you have successfully changed your password and 

your account is secure. 

 

The opposite is true. You have given your account number and your 

password. You are in a world of bother. 

 

In the case of Spear Phishing the idea is the same; to separate you from 

your money by obtaining personal information. This time the Email will 

contain your name. This makes it look much more convincing and legitimate. 

They will offer to resolve some issue with your account. It could look 

something like this... 

 

From: Your bank or recognised financial institute.(RBC,BMO, etc) 

To:     Your Email address 

 

Subject.  Bank card use alert. 

 

Dear Mr. Your Name 

This is an automated Email from the (RBC, BMO, Etc) bank concerning recent charges to your Bank 

Card which have triggered a Fraud Alert. Do not reply to this Email. 
 

The specific charges are... 
 

 $63.54 at Mc Dougals Doughnuts on 03/04/2016 

 $436.63 at BetterFit Hats on 04/04/2016 

 

If these charges are legitimate no action is required. If you don’t recognise these charges we need to 

speak to you immediately. Please call our Fraud Prevention Team at 1-800 555 1234. Have your credit 

card / client card and personal information ready to verify your account details. 

 

Thank you (RBC, BMO, Etc) Fraud Prevention Team 



Once they have you on the line they can be very persuasive in convincing 

you to verify your identity in order to have these charges removed. If you 

give them your personal information you are in a world of bother. 

Stay vigilant and NEVER give out your personal information by Email or 

over the phone. 

 

Remember the Bank will never ask you for your account number, password, 

visa number Etc. They have all that information. 

 

 

 

 

 

 

 

 

 

 

 

 

  

 


